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1. Wprowadzenie

W tym artykule opisano kroki procedury wdrozenia witryny nAxiom z uzyciem oprogramowania Red Hat
OpenShift Container Platform. W procedurze uzywane sg pliki konfiguracyjne z ustawieniami domysinymi.
Informacje uzupetniajgce na temat uruchamiania nAxiom w kontenerach zawiera artykut Wdrozenie
nAxiom z obrazow Docker.

2. Procedura wdrozenia

1. Zainstaluj platforme Red Hat OpenShift (https://www.redhat.com/en/technologies/cloud-computing/
openshift).

2. Skopiuj pliki wymagane do uruchomienia aplikacji i utworz nastepujgcg strukture w katalogu wdrozenia
(na przyktad C:/OpenShift):

F——-—certs

o7t-internal.crt
o/t-internal.key
proxy-cert.crt

proxy-cert.key

|

|

|

|

|
F———configs
|  F——admin
| config-custom. json*
|

| F—epi
| | nlog-custom.config*
|

| F——documentation

|

| appsettings-custom.json*
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F——+front

| config-custom. json*
——mobile-api

| appsettings-custom.json*
F——nginx

| naxiom-buffers.conf

| naxiom-certificate.conf

| naxiom-headers.conf

| naxiom-openshift.conf

| appsettings-custom.json*

F——task-service

| appsettings-custom.json*
——telerik-reports

| appsettings-custom.json*
F——tenant-admin

| config-custom. json*

L workflow

config-custom. json*

|
|
|
|
|
|
|
|
|
|
|
|
|
| F———public-api
|
|
|
|
|
|
|
|
|
|
|
|
|
|

F————deployments

admin-deployment.yaml
api-deployment.yaml
auth-deployment.yaml
documentation-deployment.yaml
front-deployment.yaml
mobile-api-deployment.yaml
mssql-deployment.yaml

nginx-deployment.yaml
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public-api-deployment.yaml
syncfusion-api-deployment.yaml
task-service-deployment.yaml
telerik-reports-deployment.yaml
tenant-admin-deployment.yaml
tenant-api-deployment.yaml
workflow-deployment.yaml

|—pVC* *
| mssqgl-persistent-volume-claim.yaml
F——routes

| naxdev-local-route.yaml

| wildcard-naxdev-local-route.yaml

|

F—scc

| scc.yaml
|

F——scripts

| F——syncfusion-api

| custom-entrypoint.sh*
|

| L——telerik-reports

|

|

custom-entrypoint.sh*

——secrets
F————api

| appsettings-custom.json*

|

|

|

| F—auth
| L—tenant-api
|

|

appsettings-custom.json

L services

admin-service.yaml
api-service.yaml

auth-service.yaml
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documentation-service.yaml
front-service.yaml
mobile-api-service.yaml
mssqgl-service.yaml
nginx-service.yaml
public-api-service.yaml
syncfusion-api-service.yaml
task-service-service.yaml
telerik-reports-service.yaml
tenant-admin-service.yaml
tenant-api-service.yaml

workflow-service.yaml

* pliki opcjonalne z niestandardowymi ustawieniami konfiguracyjnymi

** folder PVC (Persistent Volume Claim) jest potrzebny do zapisu danych z instancji serwera SQL
uruchamianej w kontenerze (mssql). W przypadku korzystania z innej instancji ten folder nie jest
potrzebny, a w procedurze mozna pomingc¢ kroki 11, 1211 13.

3. Uruchom konsole Openshift w przegladarce, pod adresem URL https://console-openshift-console.apps-
crc.testing/. Zostanie wyswietlona nastepujgca strona:

= I<d ) kubeadmin v

92 Administrator Overview

Home

Operators

Getting started resources @
Workloads

«S Build with guided documentation

Networking

S Menitor you applicati

Get started with Quarkus using a Helm Chart 3 OperatorHub 3

Builds

Observe

Details Activity
Compute

Cluster APl address Control Plane Ongoing

https:/apicrctesting:6443

User Management Cluster ID

352b4697-6670-4897-983a-

36c784aeaac? Recent events

Administration
Infrastructure provider
Libvirt

P Received signal to ter.

4. Utworz nowy projekt:
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OpenShift Local cluster is for development and testing purposes. DON'T use it for production

projec'ts

Y Filter ~

e
Name Display name Status [ — Memory Created

PR No e Active N - - @ 1mar 2023, 08:17
Search

API Explorer PR No 5 Active 3 - B @ 2 mar 2023, 09:01

Events

PR No e Active No re ste: - - @ 1mar 2023, 08:16

Operators PR No name Active ) - B @ 1mar 2023, 0816

Nadaj mu dowolng nazwe, na przyktad nAxiom, i kliknij przycisk Create.

Create Project

An OpenShift project is an alternative representation of a Kubernetes namespace.

Name @
naxiom

Display name

nAxiom

Description

]

Create

5. Weczytaj obrazy do rejestru lokalnego (do nowej przestrzeni nazw naxiom).

6. (Wymagane uprawnienia administratora). Uruchom terminal i wpisz:
oc edit scc anyuid

znajdz sekcje runAsUser i dodaj nastepujace linie:
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runfislser:
type: Runlsiny
uidRangeMax: 1088789999
uidRangeMin: ﬂ

selinuxContext:
type: MustRunls

supplementalGroups:
type: RunAsiny

users: []

volumes:

- configMap

- downwardidPI

- emptyDir

- ephemeral

- persistentVolumeClaim

- projected

- marrat

it scc anyuid

7. Wczytaj obiekty SecurityContextConstraints. W tym celu uruchom nastepujgce polecenie, aby wczytac
plik scc.yaml do platformy OpenShift (wymagane uprawnienia administratora):

oc create -f ./scc/scc.yaml -n naxiom

oc adm policy add-scc-to-user run-as-root -z default -n naxiom
Ten plik powinien mie¢ nastepujgcg zawartosc:

apiVersion: security.openshift.io/v1l
kind: SecurityContextConstraints
metadata:
name: run-as-root
allowPrivilegedContainer: false
runAsUser:
type: RunAsAny
uidRangeMax: 1000709999
uidRangeMin: O
selLinuxContext:
type: MustRunAs
fsGroup:
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type: MustRunAs
supplementalGroups:

type: RunAsAny

8. Jesli nie masz certyfikatow, wygeneruj je, na przyktad uzywajgc polecenia openssl dla srodowiska
lokalnego. Mozna takze uzy¢ programu letsencrypt lub innego ptatnego urzedu certyfikacji. Szczegoty
dotyczace certyfikatow opisano w osobnym artykule Wdrozenie nAxiom z obrazoéw Docker.

Nastepnie uUtworz obiekty tls secret dla certyfikatow. Trzeba to zrobi¢ z terminala, poniewaz interfejs
przegladarkowy nie ma takiej opcji. Uruchom nastepujgce polecenia:

oc create secret tls cert-naxiom-internal --cert=./certs/o7t-internal.crt

--key=./certs/o7t-internal.key -n naxiom

oc create secret tls cert-naxiom-proxy --cert=./certs/proxy-cert.crt

--key=./certs/proxy-cert.key -n naxiom

9. Teraz utworz niezbedne obiekty wdrozenia. Mozna do tego uzy¢ polecen terminala oc lub interfejsu
przeglgdarkowego.

Najpierw utwoérz obiekt secret wymagany do uruchomienia aplikacji (plik appsettings-custom.json dla
serwisu tenant-api z parametrami potgczenia z bazg danych). Z menu Workloads z lewej strony wybierz
pozycje Secrets, kliknij przycisk Create i wybierz key/value secret. W wyswietlone pola wpisz
wartosci jak na ilustracji (wskaz plik appsettings-custom.json dla serwisu tenant-api).
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Uwaga: pamietaj, aby tworzyé obiekty secret i inne w przestrzeni nazw swojego projektu (w
tym opisie naxiom).
8 Adminiatrat [Profect: naxiom | ~

Create key/value secret

Key/value secrets let you inj sitive data into your application as files or environment variables.

Home

Operators
= Secret name

tenant-api-config
Workloads
Unigue name of the new secret.
Pods Key

Deployments appsettings-custom json

eploymentConfigs Value

StatefulSets appsettin

I Drag and drop file with your value here or browse to upload it.

I
1

CamiTE s "ConnectionStrings™: {

"SQLConnectionString”: "Server=mssql-service,1433;Initial

CronJobs

Jobs

DaemonSets
ReplicaSets
ReplicationControllers

HorizontalPodAutoscalers

10. Utworz obiekty configmaps. Jest to wymagane dla ustugi nginx. Dla innych serwiséw te obiekty nie sg
wymagane, o ile majg one dziata¢ w konfiguracji domysinej zapisanej w obrazach. Serwis nginx uzywa 4
obiektow configmap. Mozna je utworzy¢ w konsoli. Jeden z tych obiektow jest szablonem rozwigzywanym
podczas uruchamiania kontenera nginx przy uzyciu polecenia envsubst. (Szczegdty znajdziesz we wpisie
command, w pliku deployment dla serwisu nginx). Utworz nastepujgce obiekty configmap:

* nginx-naxiom:.
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Uwaga: ze wzgledu na dtuzszy czas przetwarzania rozbudowanych zgdan zaleca

sie wydtuzenie limitu czas dla operacji odczytu, nawigzywania potgczenia i

wysytania z domysinych 60 s na 300 s. W tym celu w konfiguracji serwera nginx

nalezy dodac nastepujgce wpisy:

proxy_read_timeout 300s;

proxy_connect_timeout 300s;

proxy_send_timeout 300s;

Operators

Workloads

Pods

Deployments

I ConfigMaps

CronJobs
Jobs
DaemonSets

ReplicaSets

ReplicationControllers

HorizontalPodAut

PodDisruptionBudgets

Networking

Services
Routes
Ingresses

NetworkPolicies

Storage

Project:naxiom v

Create ConfigMap

Config maps hold key-value pairs that can be used in pods to read application configuration.
Configurevia: ® Form view YAML view

Name
nginx-naxiom
Aunique name for the ConfigMap within the project
Immutable
Immutable, if set to true, ensures that data stored in the ConfigMap cannot be updated

Data

Data contains the configuration data that is in UTF-8 range

Key

naxiom template.conf

Value
naxiom-openshift conf
Drag and drop file with your value here or browse to upload it.
server {
Listen on port 443 for SSL communication
listen 443 ssl;

Binary Data

BinaryData contains the binary data that is not in UTF-8 range

* nginx-naxiom-buffers:
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Operators

Workloads
Po
ployments
ployme
StatefulSets
Secre

ConfigMaps

CronJobs

Jobs

DaemonSets
ReplicaS:
ReplicationControll
HorizontalPodAuto:

PodDisruptionBudgets

Networking
Services
Routes
Ingresses

NetworkPolic

Storage

Operators

Workloads

StatefulSets
Sec

ConfigMaps

CronJobs

Jobs

DaemonSets

Replica
ReplicationControllers
HorizontalPodAutos

PodDisruptionBud

Networking
Services
Routes
Ingresses

workPolici

Storage

Project: naxiom +

Create ConfigMap

Config maps hold key-value pairs that can be used in pods to read application configuration.

Configurevia: ® Form view

Name

nginx-naxiom-buffers

YAML view

Aunique name for the ConfigMap within the project

Immutable

Immutable, if set to true, ensures that data stored i Map cannot be updated

e configuration data that is in UTF-8 range

Value

naxiom-buf onf

and drop file with your value here or browse to uploadit.

proxy_busy_buffers_size
proxy_buffers

Binary Data

512k;
4 512k;

BinaryData contains the binary data that is notin UTF-8 range

Project: naxiom +

Create ConfigMap

Config maps hold key-value

Configurevia: @ Form view

Name

nginx-naxiom-heade

at can be used in pods to read application configuration.

YAML vie

A unique name for the ConfigMap within the project

Immutable

Immutable, i set to true, ensures that data stored in the ConfigMap cannot be updated

he configuration data that is in UTF-8 range

naxiom-headers.conf

Value

naxiol conf

Drag and drop file with your value here or brow:

proxy_set_header Host

Binary Data

BinaryData contains the binary data that s not in UTF-8 range

* nginx-naxiom-certificate:
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Operators Project: naxiom ~

Workloads

Create ConfigMap

Pods Config maps hold key-value pairs that can be used in pods te read application configuration.

Deployments - i i
Configurevia: ® Form view YAML view

DeploymentConfigs

StatefulSets Name

nginx-naxiom-certificate
Secrets
A unique name for the ConfigMap within the project
ConfigMaps
Immutable
TS Immutable, if set to true, ensures that data stored in the ConfigMap cannot be updated

Jobs Data

DaemonSets Data contains the configuration data that is in UTF-8 range

ReplicaSets
Key

ReplicationControllers . .
naxiom-certificate conf

HorizontalPodAutoscalers
Value
PodDisruptionBudgets : )
naxiom-certificate.conf

Drag and drop file with your value here or browse to upload it.
Networking

# Set certificate for HTTPS

Services 551 certificate cert/proxy.crt;

Routes

Dopilnuj, aby nazwy kluczy zostaty wpisane poprawnie (tak jak na ilustracjach powyzej).

W opisywanym przyktadzie wdrozenia serwis nginx jest uzywany w przestrzeni nazw wdrazanej witryny.
Mozna go jednak skonfigurowac do dziatania we osobnej przestrzeni nazw i obstuge wielu witryn nAxiom.
Wymaga to jednak skonfigurowania kierowania ruchu do kilku domen.

11. Utwérz zaséb PVC (persistent volume claim) dla serwisu MSSQL. Ten krok (i dwa nastepne) mozna
pomingc¢, jesli zamiast poda MSSQL w klastrze OpenShift ma by¢ uzywana lokalna instancja
SQLEXPRESS. Kliknij pozycje Persistent Volume Claim w menu Storage. Kliknij przycisk Create
PersistentVolumeClaimikliknij Edit YAML (parametry zostang podane w pliku YAML w folderze pvc).
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Operators Project: naxiom ~

Workloads . .
Create PersistentVolumeClaim

Pods
StorageClass

Deployments -
80 crc-csi-hostpath-provisioner

DeploymentContfigs StorageClass for the new claim

StatefulSets PersistentVolumeClaim name

Secrets my-storage-claim

ConfigMaps Aunique name for the storage claim within the project

Access mode *
CronJobs ® Single user (RWO) O Shared access (RWX)

Permissions to the mounted drive
Jobs

Size
DaemonSets

ReplicaSets
Desired storage capacity
ReplicationControllers Use label selectors to request storage

T PR TR PersistentVolume resources that match all label selectors will be considered for binding.

PodDisruptionBudgets Volume mode *

® Filesystem © Block

Networking
Create

Services
Routes
Ingresses

NetworkPolicies

Storage

PersistentVolumes

Wklej zawartosé pliku yam/ do edytora (zwré¢ uwage, czy przestrzen nazw to naxiom) i kliknij przycisk

Create. Zasob PVC bedzie miat status Pending, co oznacza, ze jest gotowy do uzycia.

Operators

Workloads . c
Create PersistentVolumeClaim

Pods Create by manually entering YAML or JSON definitions, or by dragging and dropping a file into the editor.

Deployments

DeploymentConfigs A A bility help PersistentVolumeClaim
kind: PersistentVolumeClaim
StatefulSets apiVersion: vi
metadata:
Secrets name: mssql-persistent-volume-claim
: naxiom
ConfigMaps Final PersistentVolumeClaim is a user's request for and claim to a persistg
- kubernetes.io/pvc-protection volume
spec:
CronJobs Faccessr-‘ocgs. « apiVersion
string

Jobs

APIVersion defines the versioned schema of this representatf
S an object Servers should convert recognized schemas to thd
. internal value, and may reject unrecognized values. More infg
: crc-csi-hostpath-provisioner

Fapendin volumeMode: Filesystem

ReplicationControllers
HorizontalPodAutoscalers -~

PodDisruptionBudgets string

Kind is a string value representing the REST resource this ob)
represents. Servers may infer this from the endpoint the clie
Networking submits requests to. Cannot be updated. In CamelCase. Mo

12. Utworz obiekty deployment i service. Najpierw dla serwisu mssql. Kliknij pozycje Deployments, kliknij
przycisk Createi zaznacz opcje YAML view.
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Operators

Workloads

Create Deployment

Configurevia: ® Form view
DeploymentConfigs
StatefulSets
Secrets

ConfigMaps

CronJobs

Deployment strategy

Wklej zawartos¢ pliku mssgl-deployment i kliknij przycisk Create.

Workloads Create Deployment

Pods
Deployments Configure via: Form view @ YAML view
DeploymentConfigs
StatefulSets

Secrets

ConfigMaps

CronJobs

(-3 RN T, R TYR K

Jobs

DaemonSets

ReplicaSets

ReplicationControllers

HorizontalPodAutoscalers

Zostanie wyswietlony pulpit wdrozenia. Poczekaj az system pobierze obraz z repozytorium mssql. Kiedy
wdrozenie bedzie gotowe do uruchomienia, zostanie wyswietlony niebieski okrag:
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Operators Project: naxiom ~

Workloads Deployment details

p mssql-deployment

Pods
Deployments
DeploymentC:
StatefulSets
Secrets

ConfigMaps

CronJobs

Jobs

Name
drEmarE mssql-deployment
Replica!

N; Max unavailable
ReplicationControllers 25% of 1pod

13. Utworz obiekt service dla poda mssql, aby umozliwi¢ komunikacje z innymi podami. Kliknij pozycje
Services w menu Networking i wklej zawartosc pliku mssql-service.yaml.

Operators

Workloads o
Create Service

Pods Create by manually entering YAML or JSON definitions, or by dragging and dropping a file into the editor.
Deployments

ymentConfigs ty help Service
StatefulSets
Secrets

ConfigMaps Service is a named abstraction of software servica (for example, my:

consisting of local port (for example 3306) that the prox
selector that determines which pods will answer reque

CronJobs —

Jobs « apiVersion
DaemonSets

ReplicaS

ReplicationControllers

HorizontalPodAutoscalers

PodDisrup

Networking value representing the REST resource this obj|

not be updated. In Cam o

represents. Servers may infer this from the endpoint the clie

submits requests to.

14. Utworz obiekty deployment i service dla serwisu nginx w analogiczny sposob jak w krokach 121 13.
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Project: naxiom
92 Administrator

Deployment details

p nginx-deployment

Home

Overview

Me

Projects
Search .

Deployment details
AP| Explorer

Events

Operators

Workloads Name BRcisi=aatany

nginx-deployment RollingUpdate

Pods

15. Utworz obiekty route, ktore bedg odpowiadac za kierowanie ruchu do serwisu nginx. Kliknij pozycje
Routes w menu Networking, kliknij przycisk Create Route izaznacz opcje YAML view.

CronJobs Project: naxiom |+

Jobs
Create Route

Routing is a way to make your application publicly visible.

DaemonSets
ReplicaSets
ReplicationControllers Configure via: Form view

HorizontalPodAutoscalers

PodDisruptionBudgets

Networking

Services
| Routes
Ingresses

NetworkPolicies
endpoints.

Once aroute is

Storage Redirect

routers use the oldest route with a giver
PersistentVolumes .
E ’ Routers are subject to additional custo

PersistentVolumeClaims controls via the annotations field.

Dodaj dwa obiekty route zdefiniowane w plikach w folderze routes: jeden dla domeny i jeden z obstugg
poddomen (wymagang do obstugi wielu tenantow).

16. Sprawdz, czy domena naxdev.local jest dostepna w przegladarce (certyfikaty samopodpisane nie
bedg dziata¢ w przegladarce Firefox, ktora korzysta z wtasnego magazynu certyfikatéw). Btgd 502 jak na
ilustracji ponizej oznacza, ze serwis nginx dziata, nalezy tylko utworzy¢ obiekty deployment i service dla
serwisodw nAxiom. Wystgpienie innego btedu bedzie oznaczato, ze ruch nie dociera do serwisu nginx.
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502 Bad Gateway

nginx/1.250

17. Utworz obiekty deployment i service dla serwisow tenant-api i tenant-admin analogicznie jak dla

serwisow mssql i nginx. Aby sprawdzic, czy konfiguracja w pliku tenant-api-deployment jest poprawna,

kliknij zaktadke Pods:

Deployment details

p tenant-api-deployment

Y Filter ~

Status

£ Running

Project: naxiom ~
9€ Administrator

Pod details

Restarts

o]

P tenant-api-deployment-55c868796f-fbx2j (& runring

Operators

Workloads

@ Logstreaming.. (@ tenant-aj

Pods

Deployments 34lines

- Creating listener for
DeploymentConfigs g

Stateful Trying to copy secret fi
Creating listener for f

Secrets

ConfigMaps

Memory

Termina

Current log

tmp/cert:

03 UTC: Time

104 UTC: Time

DaemonSets 3

. Running hooks in /etc/c
s done..

Using "K8S™ deployment

ReplicationControllers : .
Running application

HorizontalPodAuto:

PodDisruptionBudgets

Networking

Storage

UTC: Time

3 Time o
3 added, @ removed; done.

-certificates/

ificate.key™.
of the file

/appset tings-custom. json” .

was not changed, retry no: 1.

the file *fhome/app/appscttings not changed, retry
the file s "/tmp/certificat ' retry no: 2.

the file access "/home/app/appsettings-custom. was not changed, retry

the file ac /tmp/certificate.key™ retry no: 3.

the file acce:

the file ac "/tmp/cer

date.d

wfiguration. ..

21:07 UTC: Time

11 UTC: Time

Builds

Observe

nAxiom w Openshift...

not changed, retry

the file *fhome/app/appsetti b not changed, retry

retry no: 4.

the file ac *fhome/app/appscttings not changed, retry

the file " /tmp/certifi

the file access "/home/app/appsettings b not changed, retry no:

ate.key" u retry no: 5.

the file access "/tmp/certificat ’ retry no: 6

8796f - b "Logger™

the file /home/app/appsettings-custom. json™ changed, removing from disk.

the file access

the file acce:

the file s
57967 - bx2j
nt-55c868796f-fbx2j", "Logger™

"Program”, "Log , "Timestamp™

tmp/certificate was not changed, retry no: 7.

not changed, retry
not changed, retry
not changed, retry
not changed, retry
not changed, retry

ructure.Services.FirstTenantInitiali

"TenantAdmin. Infrastructure.Services.FirstTenantInitial.

of the file access "/tmp/certificate.key” changed, removing from dis

© nAxiom Sp. z o.o0.

Actions ¥

Created

@ 30 maj 2023,
1220

Actions v

Wrap lines

"Message™: "Tenant Admin APT start




Jesli log zawiera wpis oznaczony na ilustracji, serwis tenant-api dziata prawidtowo.

18. Wpisz w przegladarce adres https://naxdev.local/tenatnsadmin. Powinna zosta¢ wyswietla strona
logowania do serwisu tenant-admin:

nAxiom

DEVELOPMENT ENVIRONMENT

Log In

Login here using your username and password

Zaloguj sie i utworz pierwszego tenanta.

19. Utworz obiekty deployment i service dla pozostatych serwisow nAxiom. Nastepnie sprawdz, czy
pod adresem https://naxdev.local jest dostepna witryna nAxiom. Jesli caty proces przebiegt poprawnie,
zostanie wyswietlona strona logowania.

nAxiom

SRODOWISKO DEWELOPERSKIE

Logowanie

Zaloguj sie do swojego konta w systemie

Nazwa uzytkownika 8

&

Zapomniates hasta? Zaloguj sig

Zaleznie od liczby dodanych tenantéw uruchomienie serwisu api moze potrwac kilka minut. Podobnie jak
w przypadku serwisu tenant-api, znakiem powodzenie bedzie obecnos¢ wpisu oznaczonego na ilustracji
w logu poda:
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0, 38 maj 0
wto, 38 maj 2023, 1
wto, 38 maj 2023, 18

: Time of the file access "/tmp/certificate.key” was not changed, retry no:
Time of the file access “/tmp/certificate.key” was not changed, retry no:

Hosting environment: Production
Content root path: /home/app
Now listening on: https://0.0.0.8:5103
Application started. Press Ctrl+C to shut down.
30 maj 2023, 18:37:04 UT

Time of the file access "/tmp/certificate.key” changed, removing from disk
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